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The paper reviews an analytic damage function for information
telecommunication systems to which DDoS-attacks with HTTP-flood are directed. The
modification of this function at different stages of an attack is reviewed according to the
actions of the attacker and the attacked. The paper also provides methods for controlling
the damage function by acting on its parameters. To choose a method to control the
damage the paper suggests using management efficiency based on the integrated assessment

of damage.
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To conduct arisk analysis of the attacked
system the damage function®* should be set, which
describes a negative event that occurs as a result
of the destructive impact.

The considered type of DDoS-attacks *
5 aims to exhaust the resources of the attacked
system, and thereby make it unavailable. The
feature of thisattack isthat the attackerswill send
hard-configured requeststo computers, thusit will
slow down the computer work of the victim® 6.7,
Thereby, the damage will depend on the number of
received messages.

Consider the change in damage at every
stage of therealization of DDoS-attacks of thetype
HTTP-flood. Figure 1 depicts the moment of

* To whom all correspondence should be addressed.

success attack characterizing the dependence of
the number of incoming requests m received by
the resource from timet. It shows that at the time
pointt,, theintensity of attack exceedstheintensity
of request processing A, by a critical value m_,
after which the attack is determined as successful®
4,811

m =+ -A)t, (D

where: A -theintensity of useful requests
processing.

At the time of the success attack the
damage function will beasfollows:

ut)=(r A At (2

After a successful attack the waiting
gueue of the victim starts to overflow. Until the
time t after which the attacked begins to take
actions, there is arisk to lose some resources of
the attacker — the denial of infected computers.
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Fig. 1. The dependence of the number of incoming
requests from time in the moment of success attack t,

Thus, theintensity of attack A, may vary
asfollows:

N=h A A (3

where: A, — the intensity of denial by
infected computers; At — the number of requests
sent by infected computers (multiplied by 2, we
get theintensivity of requests, which could receive
messages to the attacked resource at normal
functioning of infected computers).

The value 1', shows the change in
intensity of attack dueto disconnection of infected
computers sending spam requests [3].

The damage until the activating of
protections means will be equal to:

u(t) = (A + 2, A0 (4

Graphical representation of the damage
(4) isshownin Figure 2.

When an attack isdetected, it isnecessary
to take actions to minimize and eliminate the
damage. Considering the features of DDoS-attacks
of the type HTTP-flood, namely hard access to
database server, to prevent thiskind of attacksitis
necessary to create mirror database that is stored
on the server’s hard disk drives, and add new
clustersunited in RAID arrays. RAID 0%7 should
be used for maximum productivity.

RAID 0 alows increasing the memory
bandwidth by several times due to additional
physical disks. Stored on all disks are the same
files, and requests to them proceed evenly.

Theperiod of time (t p—tr) isrequiredfor all
of these procedures, wheret —the activating time
of protective means, and t, — the reaction time of
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Fig. 2. Graph of damage function until the activating
of the attacked system'’s protections means

the victim to the attack.

Following the adoption of measures to
resist the attack, the system begins to process
reguests that have been collected in the waiting
gueue with an intensity exceeding than the
intensity of the attack.

Attimet thewaiting queue becomesless
than the critical value m_, the damage equals to
zero.

The analytic expression of the damage
function with increasing productivity (adding
capacity to processing requests):

(A, +4y —Aght=A g St<t

p
(B +7, = ApAt=04, Jtt <t<t . (5

p

p

The option viewing above to deal with
theattack isfairly simple. Increasing productivity
through the RAID array, we lose much of the
system reliability. If one of the hard disk drives
fals, then all the diskswill fail. Next, consider the
situation with filtering HT TP traffic.

After detecting an attack, thereis aneed
to produce a package of measures to detect
unacceptable requests; identifying them, we can
write an algorithm in the firewall settings to not
reach treatments GET or complex structured
requests on port 80 (HTTP-port) to the HTTP-
server. Determine the percentage of the filtered
network traffic as x. Such a way to deal with the
attack type HTTP-flood is the most effective, but
it requiresmoretimeto implement®.

Expression of damage considering

u(t) =
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filtering of network traffic will be asfollows:
. (f',n —f-,g —J-Lpf-,r.t—f-,ﬁ :-r:rﬂ o rp:

! _((;:n +hy —d J-x)-gd Rt <1St (6)

The received expression of the damage

can be normalized with the maximum value of the
damage. The maximum value of the damagetakes
atthepointt_. Tofindthevalue, the derivative of
(6) should be found and set equal to O:

_ (ﬂﬁ +ﬂa )(]—x)—qﬂb |
m _
Eﬂupﬂf (1-x)

The normalized damagetakesthe form:
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Fig. 3. Changing of the damage function with
activating of filtered traffic network

Increasing productivity of proceeding
reguests can al so reduce the quantitative value of
the damage. When connecting subsidiary hard
disk drives or network interfaces, queue of
unaccepted requestswill be processed faster. Figure
4 shows the change in the values of damage due
to different amounts of subsidiary hard disk drives.

CONCLUSON

Thus, theexpression (7) isreceived, which
allows assessing the damage in an arbitrary
moment of time at the known values of the
intensity of attack of the type HTTP-flood 4, the
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In order to get rid of unaccepted requests,
it is necessary to conduct a range of measures to
identify the IP-addresses belonging to
unsuspi cious victimswhich send maliciousHTTP
reguests to web-sites* 3 5,

Figure 3 shows how the damage function
changes depending on the amount of filtered traffic
network:
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Fig. 4. Change in the damage function with
increasing productivity of processing requests

intensity of the processing requests A, the moment
of successof the attack t, the moment of activating
protecting measurest , the moment of neutralizing
attacks t , the intensity of denial of infected
computers from messages/requests Ay the number
of requests sent by infected computers At, the
number of subsidiary databases q, the percentage
of unnecessary network traffic x.
Findings

The analytical form of the damage
function for information telecommunication
systemswhich isasubject to DDoS-attacks of the
type HTTP-flood isreceived, alowing to conduct
multiple cal culations and optimization of damage



176

OSTAPENKO et al., Biosci., Biotech. Res. Asia, Vol. 11(Nov. Spl. Edn.), pgs. 173-176 (2014)

until solving management problem. The agorithm
isproposed by whichitis possible to increase the
system security and select the most effective means
of protecting information against attack®?!.
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